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© 000 «KPUNTO-MPO>x», 2000-2019. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokymeHT BxoauT B KOMMekT noctaBku nporpammHoro obecnedveHns CK3U Kpuntollpo CSP Bepcum 5.0 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
TPETLUM JINLAM C KOMMEPHECKON LENbIO.
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AHHOTaUMNSA
JaHHbI JOKYMEHT COAepXNT 0DLLYIO NHPOPMALLMIO MO UCMOL30BaHMIO NporpammHoro npogykta « X T4A11.00101-01 93
02. Kpuntollpo CSP. lNMpunoxeHune koMaHaHoOW CTPOKK Asst paboTbl C cepTudbnkaTammuy, NpeaHasHauYeHHOro Aas yrnpasseHnus

cepTucprkatamu, cnuckamu ot3biea ceptucdprkatos (CRL) u xpanunniamu. MprunoxeHne No3BoNsieT ycTaHaBANBaTb, Y4aNsTh,
PacKoAMpPOBaThb, SKCNOPTMPOBaTh N 0TobpaxkaTb cepTudmkatel unn CRL n3 daiiniosoro xpaHuaniwa nam Ki4eBoro KoHTelHepa.

1 CwucrtemHble TpeboBaHus

MpunoxeHne QyHKUMOHMPYET B MporpaMMHO-anmnapaTHbIXx cpegax, nepedncnedubix 8 MTHAM.00101-01 30 O01.
Kpuntollpo CSP. ®opmynsip, n. 3.2.

2 OnwucaHue nporpamMmmbl

certmgr — yTUANTA KOMaHAHOW CTPOKW A ynpasneHus ceptudmkaTamu, cnmckamm otsbiea ceptucpukatos (CRL) u
XPaHUNLLAMU.

VTnnnta MOXeT YyCTaHaBAMBATbL, YAANAThb, PACKOAMPOBAThL, SKCMOPTUPOBATL M oTobpaxaTs ceptudpukaTel unn CRL un3
aiiNIoBOro XpaHuanLWwa Uamn KItOHEBOro KOHTERHEpa.

3 CwuHTakcuc

Bo Bcex Bbi3oBax yTwanWTa certmgr AO/KHA ObiTb €UHCTBEHHONR kOMaHZol. [1o3uULmns KOMaHabl U MOPSIZOK ONuMii He
onpeneneHsbl.

<certmgr> <-romama> [<-ommuw>]
<certmgr> <-install> [<-store>] | [<-file>] | [<-provname>] | [<-provtype>] | [<-container>] |
[<-ask-container>] | [<-certificate>] | [<-crl>] | [<-pfx>] | [<-pin>] | [<-at_signature>] |

[<-al1>] | [<-silent>];

<certmgr> <-list> [<-store>] | [<-file>] | [<-container>] | [<-certificate>] | [<-crl>] |
[<-pkcs10>] | [<-dn>] | [<-thumbprint>] | [<-keyid>] | [<-verbose>] | [<-stdin>];

<certmgr> <-decode> [<-dest>] | [<-src>] | [<-der>] | [<-base64>];
<certmgr> <-export> [<-store>] | [<-dest>] | [<-provname>] | [<-provtype>] | [<-certificate>] |
[<-cr1>] | [<-pfx>] | [<-container>] | [<-dn>] | [<-thumbprint>] | [<-keyid>] | [<-all>] |

[<-base64>] | [<-at_signature>] | [<-silent>];

<certmgr> <-delete> [<-store>] | [<-dn>] | [<-thumbprint>] | [<-keyid>] | [<-certificate>] |
[<-provname>] | [<-provtype>] | [<-crl>] | [<-container>] | [<-all>] | [<-silent>];

<certmgr> <-enumstores> [<location>]

4 KomaHabl n onuun

B yTUnAnTe certmgr noanep>XnMBaeTcs CJ'Ie,EI,yPOLIJ,VIIZ nepey4yeHb KOMaHpA:

-help

BbiBecTn cnpasky 06 yTuauTe.
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-install

Vcranosutb ceptucukat nam CRL B xpaHunuwe. MoxeT co3gatbh CCbiKy U3 cepTudrKaTa Ha 3aKPbITbIf KAOY, €Cin

HeobxoanMo.
-list
Boisectn B stdout ceptudpmkaTel uam CRL u3 xpaHunuwa, daiina unm koHTeliHepa.
-decode
Cmenuts kopupoeky ceptudpmkaTt unu CRL ¢ DER Ha base64 unn obpatHo.
-export
Jkcnoptuposath ceptudmkaT nam CRL us xpaHunuwia nan koHTelinepa B daiin.
-delete
Vaoanuts ceptucdbmnkat unum CRL n3 xpanuanwa.
-enumstores
BoeiBecTn B stdout nepeyeHb BAIOXKEHHbIX OrMYECKNX XPaHWNLL BbIOPAHHOMO XpaHUAMLLA CEPTURUKATOB.
Mpumedanue. [ns yTuauTbl certmgr HET pasHuubl Mexay AnuHHbiMu (--) n KopoTkumu (-) onuusimu. Mopsigok
onuuii He onpeaenex.
B yTunnTe certmgr ncnosib3yoTcs cieayowmne onumn:
-all

Wcnonb3oBaTh BCe nogxopsiwme ceptucpukatsl (CRL).
-ask-container

MNMonpocnTb Nonb3oBaTeNs ykasaTb KOHTelHEp U3 CAUCKA JOCTYMHbIX KOHTEAHEPOB.
-at_signature

WNcnonb3osaTs 3akpbiThiii kntod AT SIGNATURE emecto AT KEYEXCHANGE.
-base64

Wcnonb3osath ans npeactasnenus ceptucpmkata unm CRL kognpoeky base64.
-certificate

PabotaTs ¢ cepTudbnkatom (3HaueHne no ymoa4anuio).

Crpannya 5 n3 8



XKTAN.00101-01 93 02. Kpuntollpo CSP. MpunoxeHne komaHgHOR CTpoku anst paboTbl ¢ cepTucbnkaTamu

-container <name>

VKa3aTb UMsI KOHTEHEpa C cepTUdUKATOM UK 3aKpbITbIM KtodoM. Vimsa nmeet dopmat Buga \\.\reader\name. Ecnin
onuus -file He Oblia ykasaHa, 3aKpbITbIli KNOY 1 CepTUUKAT OyAyT B3ATHI U3 yYKa3aHHOro KoHTeliHepa. KoHTeiliHep
MOXeT BbITb yKasaH B Buge cTpoku 'skip', B Takom ciydae B cepTudpmkate He ByAeT co3aaHa CCbisKa Ha 3aKpbITbIf KIIOY.

-crl
PabotaTb co cnnckom oTosBaHHbIX ceptudpukatos (CRL).
-der
Wcnone3oBaTh anst npeacrasnequs ceptucbukata uanm CRL kognpoeky DER (3navenue no ymonyanmo).
-dest <path>
®aiin gna pekoguposanHoro ceptudukata unn CRL.
-dn <field=value,...>

Kputepun noucka pgns ceptucukata. Ecnum bonee ogHoro ceptucbukata yAoBNETBOPSIOT 3afaHHbIM KPUTEPUSIM,
nosb30BaTeNto ByfeT NpeanoXeHo BbibpaTh OAUH U3 HalAEHHbIX.

-file <path>

MyTts k dpaiiny ¢ ceptucpukatom unu CRL (moxeTt 6biTs DER unn baseb64-3akogupoBaHHbIM UM CEprann30BaHHbLIM

XPaHWUINLLEM).
-help

BbisecTn cnpaeky o 3agaHHO KomaHae.
-keyid <id>

NaenTudpmkatop kntoua ans duasTpauun.
-pfx

Pabotatb ¢ PFX-daiinom.
-pin <pincode>

MuH-kog KoHTElHepa.
-pkes10

PabotaTte ¢ PKCS#10-cpaiinom.
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-provhame <name>

Wms nposaiigepa.
-provtype <type>

Tun nposaiigepa (3HadveHne no ymondanuto 75).
-silent

HennTtepakTueHblii pexum. Bosepawaer owunbky B ciydae, ecnn nog 3afgaHHble napameTpbl nogxogut bosee ogHoro
ceptucpukata (CRL), B Takom cnyuae TpebyeTcsi ykasaTb bonee cTporue Kputepuu noucka.

-src <path>
®alin ¢ ceptucpukatom nnm CRL ans pekogmposaHus.
-stdin
Vicnonb3osaTh Anst BBOAA AaHHbIX CTaHAAPTHbIA NOTOK BBOAA stdin.

-store <name>

Nms xpanunuwa. lMNepeas bykBa ykasbiBaeT Tun xpavunuwa — 'u' gns xpaHunuwa Tekywero nonb3osatens, 'm
ans xpaHunnwa JIokanbHOro KOMMbIOTEPA, OCTallbHas 4acTb CTPOKM 6e3 nepeoii bykebl 0bO3HAYAET UMS XpaHUIMLLA.
Vicnonb3osanue 6e3 'u' unu 'm' asnsercs ycrapeswmnm. CyliecTByeT HECKOILKO NMPEAONPeSEeHHbIX XPaHUANLL;

o <My> — xpaHunuiie A5 NOJIb30BATENbCKUX CEPTUdUKATOB,

o <Root> — pgns kopHesbix CA cepTudmkaTos,

o

<CA> — pns npomexyTtourbix CA ceptudukatos unn CRL,

(e}

<AddressBook> — ans npyrux noib3oBaTenbCkux cepTudnkaTos,

e}

<Cache> — xpannnunwe kawa ceptucpukatos/CRL (gocTynHo Tonbko yTeHne u yganeHne).
<uMy> saBnsieTcs 3Ha4YeHNEM MO YMONHAHWIO.

-thumbprint <hash>

LUndpoeoit oTnevatok ceptudpnkaTa ans dpusibTpauun.
-verbose

BoiBoauTs nogpobHyto nHopmauuio o ceptucpukare.

location
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Twn xpaHuania cepTUUKaTOB AJisi MPOCMOTPA BOXKEHHbIX XpaHuanwy. [locTynHbl cneaytoline 3HaveHns onuum:
O user — nokasaTb XpaHuaumwa TekyLero noab3oBaTens,

o machine — nokasaTtb xpaHunuwa JlokanbHOro KoMnblOTEPa,

o all_locations — nokasaTb BCe XpaHWUANLLA.

5 Bo3Bpauwjaemble 3Ha4eHUs

B cnyyae ycnewHoro BbinosHeHnsi koMaHabl certmgr so3spauaet 0. HeHynesoe Bo3Bpaljaemoe 3HadeHune obosHavaeT
Hann4mne owmnbKn.

TekcToBble OLWNBKMN BLIBOAATCA B CTaHAAPTHbIN NOTOK ownbok stderr.

6 [lpumepbl ncnosib3oBaHUSA

Mpumep 1: YcraHoeka ceptucpukarta n3s caiina

VcTaHoBUTL cepTudmkaT u3 paiina testuser.cer B xpaHunumiwe Tekyliero nosb3osatesns My C cCbikOl Ha 3aKpbITbil
KJIHOY:

certmgr -inst -store uMy -file /media/floppy/testuser.cer -cont '\\.\FAT12_0\31cc730c-e57e-4b56
-8014-9b8£f2ab79d64d"

Mpumep 2: 3anucb cepTtudmkata B yka3zaHHON KOOMPOBKE

MpeactaBuTts cepTudmkat us dpaiina testuser.cer B base64 kopnposke n 3anucatb ero B testuser base64.cer:
certmgr -decode -src /media/floppy/testuser.cer -dest /media/floppy/testuser_base64.cer -base64

Mpumep 3: SkcnopT ceptudukara / cnucka otossaHHbix ceptudukaros (CRL)

Jkcnoptuposate CRL u3 xpaHunuwa nokansHoro komnstotepa CA B chalin root.crl:

certmgr -export -crl -store mCA -dest /media/floppy/root.crl
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